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extended status information about the printer will still bo available if the CPCONSOL utility {discussed above) le exe- 
cuted In the network administrator's PC 14. 

[0064] As mentioned above, the NEB 2 includes embedded software programs CPSERVER and OT PRINTER which 
enable tha NEB to act with either PSERVER or RPRINTER functionality on the network. The customized NEB-embed- 

5 ded software which permits peripheral status and control information over the LAN is CPSOCKET (to be discussed in 
section 4j below). CPSOCKET rune on the NEB and monitors the LAN for communications addressed to both the NEB 
2 and the attached printer 4. Further, CPSOCKET communicates with CPINIT and CPCONSOL when they are running. 
CPSOCKET will maintain a table of default settings for the device environment, download basic configuration informa- 
tion (fonts and emulations) at powor-up, provide device information, statistics, and log information for CPCONSOL 

10 displays, and provide reset, reboot, and download capabilities. CPSOCKET wilt also bo responsible for tha configuration 
of the NEB 2. Further, CPSOCKET wilt configure and activate applications on the NEB at the request of CPINIT. CP- 
SOCKET also Insures that the correct protocol stacks aro available for each configured application. CPSOCKET will 
handle the settings of the NEB 2 and the prater variables at the request of both CPINIT and CPCONSOL. FinsOy. the 
download facility (e.g. the network administrator's PC 14) will contact CPSOCKET to carry out any firmware download- 

'£ ing, such as flashing EPROM 222, that is required. 

[0065] Upon initialization, programs such as CPINIT and CPCONSOL will issue a Service Advertising Protocol 
("SAP*) on the LAN looking for all network devices having the customized software of NEB 2. CPSOCKET will receive 
this broadcast signal and will respond. CPINIT or CPCONSOL then establishes a special connection with CPSOCKET 
using a customized client socket CPSOCKET will then post multiple listens and will provide client service transactions 

20 ©uch as NEB control, device information, basic configuration information, application information, statistics, and logging. 
For example, CPINIT can request that an application be configured, and CPCONSOL can request that an already- 
configured application be activated or deactivated. CPSOCKET will insure that the appropriate option (protocol stack) 
is available and configured for an application before allowing the application itself to be configured. Within the NEB, 
the CPSOCKET operational module is always activated. 

ss [0066] Additional print service applications may be utilized after loading further application modules into the NEB, 
tor example, UNIX print services and associated protocol implementation. 

3d. PC-Resident Customized Software 

so [0067] To further enhance the functionality Of the NEB 2, customized software is also provided to the network ad- 
ministrator's PC 14. For example, a Customized PCONSOLE ("CPCONSOL'; to be discussed in greater detail in section 
4i below) utility provides extensions to Novel r a PCONSOLE printer utility to enable access to the powerful control and 
monitoring features of the open-architecture printers For example, the following are typical status control information 
available to the network from the printer through the use of CPCONSOL (A) status and control information such as 

35 online/offline, no response, time/date/time zone, language, offsets, error skip settings, timer, buzzer enable, toner low. 
paper full, paper counter, count since last service, paper out. paper jam; (B) font information such as primary, secondary, 
graphic set, scaling, rotation, elite; (C) layout information such as page orientation, line pitch, character pitch; (D) quality 
and common environment information such as number of copies, overlay, job complete, command mode, default paper 
size, current paper size; and (E) configuration information such as interface, buffer size, feeder select duplex print, 

40 page stack order, etc. 

[0068] Furthermore, configuration data for the printer accessible to the network through the use of CPCONSOL 
includes: (A) network group information such as protocol type, the node name, the file server name* routing, POST 
error code, NEB firmware level, MAC address, server mode; and (B) printer group information such as safe (default) 
environment, font, disk present, disk size, initial environment, togging orvbff. tog file size, configuredMonoonfigured. 

45 and net name. Additionally, logs can be kept of print job flow, print engine usage, and network behavior. Examples of 
sucn usage and statistical log entries Include: (A) network group Information such as receive statistics, transmit sta- 
tistics, and non-media related information; (B) job entry information such as dateAimeAime zone, log-in (user's name), 
job name, pages, copy count, and print status; (C) initialization entry information; (D) error condition entry information; 
(E) clear log entry information; and (F) printer group information such as the number of jobs, pageajob, pages/minute, 

so timo/job, total pages/day, total jobs/day, number of days and total resets. 

[0069] CPCONSOL Is a menu-driven DOS executable program whose function is to provide extensions to the Novell 
PCONSOLE printer utility. The CPCONSOL extension enables access to the additional control and monitoring features 
of the open-architecture printer 4. These features will enhance print service management across the network by al- 
lowing the network administrator's PC 14 to control and maintain the printer from a remote location. In summary CP- 

55 CONSOL is the utilfty that exports printer control features to the network BOVninbtrator, allows reconfiguration of the 
safe (default) environment, and allows the network administrator to view network and printer status, job statistics, and 
a log of the previously-processed jobs and error conditions. CPCONSOL gathers the requested information by com- 
municating with the NEB^emb added software program module CPSOCKET. 
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of DRAM 220 (for example, through read/write cycles), opsrabllity of SCSI controller 224, data integrity of NVRAM 
22B, and operation of control register 230. POST may also nctude a comparison of the MAC address stored in PROM 
232 with a MAC address downloaded rrto EPROM 222. 

[01 20] POST further Includes operational check© of network-related hardware. More specifically, POST may include 
s operability checks for SRAM 21 4 (for example, through read/write cycles), as well as a check of network activity to 
verify operation of network controller 208. 

[0121] Operation of other hardware In NEB 2 may be determined directly through additional POST testing. In some 
cases, where It is not possible for microprocessor 21 6 to test operation of hardware directly as In the case of connectors 
202, 203 and 204, proper operation of that hardware may be Implied through result codes received from direct testing. 
10 [0122] Upon termination of POST, microprocessor 216 puts a checksum cods onto serial port 218 and then enters 
a window of quiescent operation (for example, a one second window) during which microprocessor 216 can receive 
commands (e.g. for testing - see paragraph 5 below) via serial port 218. The POST checksum code may be obtained 
by a device coupled to serial port 216 to determine the outcome of POST For example, a no error condition may be 
indicated by a POST checksum code of "OOOOh", while a POST checksum code indicating an error may be indicated 
by a non-zero hexadecimal value which indicates the area of failure. In the case of failure, microprocessor 216 may 
also illuminate LED 240 on NEB 2 to signal to a user that an error has been detected. Prelerably, LED 240 is illuminated 
on power-up and is only turned off If POST is successful 

[01 23] Following eucceeslul completion of POST and in the event that no commands are received via serial port 21 8 
during the one second quiescent window of activity, microprocessor 216 begins to load software modules stored in 

20 EPROM 222 into DRAM 220. Microprocessor 21$ does not execute those software modules directly from EPROM 
222, but rather loads those modules Into DRAM 220 for execution from DRAM 220. By virtue of this arrangement, it is 
possible to select the specific modules that are retrieved from EPROM 222 for execution out of DRAM 220 so as to 
permit flexible configuration of NEB2 (see section 4d below). For example, In accordance with a configuration command 
stored in NVRAM 220, microprocessor 216 may retrieve selective modules from EPROM 222 for loading into DRAM 

25 220 and for execution from the DRAM. 

[0124] FIG. 8 chows the sequence by which different modules are retrieved from EPROM 222 and loaded Into DRAM 
220. in Step S6001, microprocessor 216 toads the SCSI driver from EPROM 222 Into DRAM 220. The SCSI driver 
provides for operational sequence and control over SCSI controller 224 and permit© interface with printer 4 so as to 
send printer 4 print data and so as to send and receive control information to and from prtiter 4. 

30 [0126] In Step S6002, microprocessor 216 loads the link support layer, or 'LSL\ from EPROM 222 Into DRAM 220, 
and in Step S6003 microprocessor 216 toads network driver software from EPROM 222 into DRAM 220, and thereupon 
microprocessor 216 begins to execute the link support layer and the network driver from DRAM 220. The link support 
layer and the network driver provide common access to LAN communications on LAN bus 6. Mora particularly, as 
shown in FIG. 7, all networked devices, including a device such as NEB 2. Interface with LAN bus 6 via an electrical 

36 Interface 301 such as the network controller 206 used on NEB 2. The electrical interface 301 is driven by network driver 
302 which in turn receives LAN frame data from link support layer software 304. Both the link support layer 304 and 
the network driver 302 are common to different kinds of network software. For example, as further shown In FIG. 7, 
network application programs, such as those provided in NetWare© software by Novell (as Illustrated at Arrow A) 
Interface with the link support layer and the network driver via an internetwork packet exchange program, or •IPX*. 305 

40 and a sequenced packet exchange program, or "SPX", 306. On the other hand; network application programs from 
UNIX provided by AT&T (as illustrated at Arrow B) interface to the LSL through *IP* module 315 and "TCP* module 316. 
[0126] In NEB 2. only one type of network application programs is norm airy executed at any one time (although 
multiprotocol operations are possible as discussed in section 41 below). Explanation here will be made for NetWare® 
network application programs although it is also possible for UNIX network application programs to be executed as well. 

45 [0127] In Step S6004, microprocessor 216 loads a PRESCAN program from EPROM 222 and stores it Into DRAM 
220, and thereupon begins executing the PRESCAN program Irom DRAM 220. PRESCAN software interfaces with 
the link support layer to determine the frame packet type being transmitted on LAN bus 6. More particularly, as described 
above, there are four different posstols frame packet types on an Ethernet-type network LAN bus: Ethernet 802.3, 
Ethernet II, Ethernet 802.2. and Ethernet SNAP. As described more fully below in section 4e, the PRESCAN software 

so module monitors network communications on LAN bus 6 to determine the frame packet type. The frame packet type, 
once determined by PRESCAN, is stored in a predetermined common location in DRAM 220 for use by other network 
communication modules ri the NEB. After determining the frame packet type, PRESCAN signals microprocessor 21 6 
that its tasks are completed and allows microprocessor 216 to overwrite the memory occupied by the PF£SCAN 
program with another program module. 

ss [01 28] In Step S6005 microprocessor 21 6 retrieves the IPX and SPX program modules from EPROM 222 and stores 
them In DRAM 220. and thereupon begins executing the IPX and SPX modules from DRAM 220. Both IPX and SPX 
use the frame packet type determined by the PRESCAN module. 

[0129] In Step S6006 microprocessor 21 6 retrieves the CNETX program module from EPROM 222 and loads that 
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module into DRAM 220 and thereupon begins execution from DRAM 220. CNETX provides localized DOS-like func- 
tionality to the NEB. 

[0130] In Step S60O7, microprocessor 216 loads the SAPSERVER program module from EPROM 222 Into DRAM 
220 and begins executgig the SAPSERVER module from DRAM 220. Ad described more fully below in section 4g, 
s SAPSERVER is a program module which allows two network server entities, such as CPSOCKET and CPSERVER, 
to advertise simultaneously from the single network node assigned to the NEB board, even though conventional network 
application programs such as those provided by NetWare® only permit advertising of a single network server entity 
from each network node. 

[0131] In Step S6008 microprocessor 216 retrieves the non-preemptive mutti-tasWng MONITOR (see section 41 
to below) from EPROM 222 and stores & into DRAM 220 and begins executing the multi-tasking monitor from DRAM 220. 
[0132] In Step S6009 microprocessor 21 8 retrieves the CPSOCKET server software module from EPROM 222 and 
loads it into DRAM 220 and begins executing the CPSOCKET sower from DRAM 220. As will bo described more fully 
below in section 4J ( CPSOCKET initiates a request to SAPSERVER to advertise on behalf of CPSOCKET, and 
SAPSERVER begins making SAP advertisements on LAN bus 6. 
is [0133] m Stop S6010 microprocessor 216 retrieves print application servers such as CPSERVER or CWRJNTER 
from EPROM 222 and loads Ihe print application servers into DRAM 222. In the case of CPSERVER, microprocessor 
216 begins executing the loaded print application servers from DRAM 220 which in turn requests SAPSERVER to 
make SAP aoVertJaementa on behalf of the print server. As described more fully below in section 4g, SAPSERVER 
imerleaves advertisements for the CPSOCKET server and for the print server thereby act ing as a surrogate SAP entity 
20 for both the CPSOCKET server and the prht server. 

4b Interfacing A Peripheral With A Local Area Network 

[0134] According to the broad aspects of the present invention, a penpheral such as a printer is coupled to a LAN 
£5 using an interactive network board having software programs embedded therein. Preferably, the connection between 
the printer and the NEB is an SCSI Interface so that large amounts of prim data and status data are carried bi-direc- 
tionally between the NEB and the printer. EPROM 222 stores a plurality of software modules for operationally config- 
uring the NEB in the PSERVER or RPRINTER or LPR functional configurations. The EPROM 222 also stores a number 
of status control software modules for exporting status information from the printer over the LAN, and for in porting 
x> control imormation from the LAN to the printer. The EPROM-resktent firmware is downloaded to the DRAM 220 upon 
power-up (as discussed in section 4a above), whereby the MONITOR mum-tasking program executes soft-time tasks 
unta run-timo interrupts are received from either the LAN or SCSI interfaces. 

[0135] NVRAM 228 stores a configuration word which specifies which modules stored in EPROM 222 should be 
downloaded into DRAM 220 in order to configure the NEB with either a PSERVER or RPRINTER functionality. The 
35 microprocessor 216 executes the programs from DRAM 220, allowing print jobs to be received from the LAN and sent 
to the printer for printing, and allowing printer status to be returned over the LAN in response to a status request 
[0136] The particular details of the structure and functions for Interfacing the peripheral to the local aree network are 
set forth above with reference to FIGS. 4, 5A, 5B and 5C, and in the following sections. 

40 Ac. The Bi-Directlonal Irrtorfeco Between Tho Local Area Network And The Printer 

[0137] The provision of a bi-directional SCSI interface between the NEB 2 and the printer permits a large amount of 
status information to bo extracted from tho printer, while still providing the print data to the prtiter. Further, by utilizing 
the bl-directtonai SCSI interface, the printer can respond to control commands issued from a remote location over the 

46 LAN. For example, the network administrator may issue a control command from his/her PC 1 4 thai requests a particular 
print job be printed a plurality of times, with high image density and then stapled. Such control commands are sent to 
the NEB 2 over the LAN 6, and the NEB 2 transmits these control commands to the primer through the SCSI bus 1 02. 
At the same time, the actual print data is transferred from file server 30 to the NEB 2, Where the prim data ie packaged 
in blocks and transferred to the printer over the SCSI bus 1 02. Preferably, the NEB 2 indicates the 'start of print Job" 

SO by opening the XP data channel to the printer. Likewise, the NEB 2 indicates "end of print job" by closing the XP data 
channel to the printer. Therefore, the NEB 2 can provide such Indications to the printer. 

pi 38] The use of the bi-directional SCSI interface on the NEB 2 also permits other types of peripherals to be coupled 
to the LAN. For example, since the SCSI Interface is capable of transmitting large quantities of data to the LAN from 
the peripheral, it ts possible to couple the NEB to an image data generating device such as a scanner (e.g.. where 
£5 printer 4 is an Optical Character Recognition ("OCR*) device) or a facsimile machine. Thus, data produced by the 
image generating device may be transferred to the NEB over the SCSI Interface, and then put on the LAN for storage 
or retrieval by any of tho LAN entities. As with a printer, large quantities of detailed control/status Information can also 
be provided to/from the image data generating device. 
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(218) auf der Karte (2) zum Bereftetellan dinar Kommunikalbnsvsfbindung mil Biner Testetattan (300), und wobei 
dar Ladeschritt den Ladeschrrtt dsr ROM-FirrnwareabbiWung. des bazeichneten Idantrfikalors und elner PrGteum- 
me Ober die Testechn install* aus der Teststatlon (900) In das RAM (220) enthalt. 

5 12. Verfahren nach einam dsr vorstehanden AnaprQche, lamer mrt dem Schritt der Anordnung efnes abgesetzten 
LAN-Geratee (14) zum Femladen der ROM-FIrmwareabblldung, dee bezetehneten idaniffikators und einer pmr- 
summe Ober die SchnHtstetle (101) dee tokalen Netzea in das RAM (220). 

13. Verfahren nach einem der voretehenden Anspruche. tamer mrt dsm Schritt der Anordnung einer SCSI-Schninstelle 
io (100) auf dar Karte (2). 

14. Verfahren nach Anspruch 1, lemer mrt einem ZUSatZfichen VerifiZierUngsschxiri, um vor dem Ladosehriti etnen 
bezelehneten Identlfikator tn der ROM-Flrrriwareabblldung mtt elnem bezelehneten Identiflkator. der In einem auf 
der bezelehneten interaktiven Netzkarte (2) angeordheten ROM gespeichert ist, zu vertfizieren. 

IB 

15. Vorrichtung zum Femverandam einer ersten program mierbaren ROM-Firm wareabbtldung, die ki einem PROM 
(222) gespeichert ist. das auf einer bezelehneten interaktiven Natzwerkksrte (2) mrt einer Schnrttstelle (101) fflr 
ein lokates Netz angeordnet let. mit 

so einer Kommunikationseinrichtung (14) etnas tokaten Netzea zum Auesenden einer An f rage Ober eln (okaies 

Netz (6) nach der bezelehneten interaktiven Netzwerkkarte (2), um eine Ortsinformaton der bezelehneten 
Interaktiven Netzwerkkarte (2) ale Antwort auf die ausgesendele An I rage zu empfangen, um eine Kommunl- 
kation mrt dar bazeichneten interaktiven Netzwerkkarte (2) aufzubauen und um an die bezefchnete Karte (2) 
eine neue ROM-Firm wareabbi Idung, einan bezelehneten Identtfikatorcode, und ein Proieumrnenpaket zu sen- 

« den; 

einem auf der bazeichneten Irrteraktrven Netzwerkkarte (2) befindlichan RAM (220) zum Speichem der gota- 
denen neuen ROM-Flrrrnvareabbltdung, dee bezelehneten Identifikatorcodes und dee PrQfsummenpakatee; 

oo einem auf der bezelehneten interaktiven Netzwerkkarte (2) beflndDchen PROM (222) zum Speichem der ersten 

ROM-Frrmwareabbitdung und einee werteren bezelehneten Identrfikalorcodes; 

einer auf dar bezeichneten interaktiven Netzwerkkarte (2) befindlichen Verglatehsetnrlchtung (216) zum Aus- 
fuhren einer Prufsummenoparalion an der in dem RAM (220) gespeieherten neuen ROM-Firm wareabbl Idung 
35 unter Verwendung des in dem RAM (220) gespeieherten PrQfsummenpaketes; und 

einer Steuereinrichtung (216) zum Steuem des PROM'S (222), um die vorbezeichneten ersten ROM-Firm wa- 
re abbildungsdaten zu bewahren, Indem die ersten ROM-FlrmwareabblkJungsdaten in dem RAM (220) geepei- 
chert warden, um vorbestimmte PROM-Speicherstellen zu loschen, und um die neue ROM-Firmwareabbil- 
40 dung aus dem RAM (220) in dae PROM (222) zu laden. 

16. Vorrtchtung nach Anepruch 15, wobei die Vergleichsekirichtung (216) den in dem RAM (220) gespeieherten be- 
zelehneten Identrflkatorcode mlt elnem welteren in dam ROM (222) gespeieherten Identifikatorcode vorgtelcht 

** 1 7. Vorrichtung nach Anspruch 1 6 oder 1 6, wobei die bezeiehneta inleraktrve Netzwerkkarte (2) mil elnem LAN-Druk- 
ker (4) verbunden 1st 

18. Vorrichtung nach Anspruch 15, 16 oder 17, wobei das RAM (220) ein dynamischea RAM aufwelst 
so 19. Vorrichtung nach einem der Ana or Qc he 15 bis 18, wobei das PROM (222) ein Fbsh-EPROM aufweist. 

20. vorrichtung nach einem der Anspruche 1 5 bis 1 9, tamer mit einer auf der Karte (2) angeordneten Testschnrttstelle 
zum Bereftetellan elner Kommunikationsverbindung mit einor Toststation (300), und wobei die neue ROM-Flnm- 
wareabbildung, der bazetehnete Identiflkator und eine PrOfsumme Ober die Testschnittatelle (128) aus der Tests- 
tation (300) in das RAM (220) gateden warden. 

21. Vorrichtung nach Anspruch 19, femer mit elnem abgesetzten LAN-Geral (14) zum Femladen der neuen ROM- 
Firrmvareabbildung, des bazeichneten Identifikators und dee Prufsummenpakeies in dae RAM (220). 
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22- Vbnichtung nach Anspruch 15, fomermit einer SCSJ-Schnittstello (100), 

23. Vorrichtung zum Fern laden von ROM-Firmware In etn PROM (222). dad auf e'rter mit ernem LAN (6) verbundenen 
interaktiven Netzwer kkarte (2) angeordnet 1st, mit: 

5 

einar auf bar Karte (2) angeordneten LAN-Schn&tstelle (id), um von einem abgeaetztan LAN-Ort (14) die 
ROM-Firmware und am VerifizierungseigneJ zu ampfangen; 

einem auf dar Karte (2) angaordnetan RAM (220), um dia empfangana ROM-Firmware und das Verifizierungs- 
to signal zu spaichem; und 

einem auf der Karte (2) angeordneten Prozossor (216) um: (i) oin Spoichorn dorompfangenen ROM-Firmware 
und das Verifiziarungssignals in dam RAM (220) zu verantassen; (ii) untsr Vbrwondung des Verffizierung66t- 
gnats zu verifTziflren, daB die empf angene ROM-Firmware gultig ist. und (HI) die ROM-Firmware aus dam RAM 
is (220) In das PROM (222) zu laden, wenn die ROM-Firmware gultig tsl. 

24. Jnteraktive Netzwerkkarte (2) fOr eln mlttete efnes abgeaetzien LAN-Gerates (14) programmierbaree Peripherie- 
gerat (4) zum Femladen neuer ROM-Firmware in ein auf der interaktiven Netzkarte (2) vorgesehenee PROM (222). 
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einer LAN-Sehnittetelle (101). um von dem abgeeetzien LAN-Gerat (14) die ROM-Firmware und ein Verifizie- 
rungssignal zu empfangen; 

ernem RAM (220), um die empfangene ROM-Firmware und das Verlfizlerungsslgnal zu speicftem; und 

einem Prozassor (216) um: (i) ein Speichem dar empianganen ROM-Firmware und das Veriftzierungssignals 
in dem RAM (220) zu verantassen; (ii) unter Verwendung des verifizierungssignais zu verifizferen, daB die 
empfangene ROM-Firmware gultig ist, und (iii) die ROM-Firmware aus dem RAM (220) In das PROM (222) 
zu laden, wenn die ROM-Firmware gQrtig ist 

25. Vorrichtung Zum Femladen von ROM-Firmware in ein PROM (222). das auf einer mit einem LAN (6) verbundenen 
bezeichneten interaktiven Netzwerkkarte (2) angeordnet ist. wobeidie Vorrichtung aufwelst 

(i) sine Auesendeeinrichtung (14» EPFLASH), die so betreibbar isl. daft ste Ober das LAN (6) eine Anfrage 
nach der bezeichneten interaktiven Netzwerkkarte (2) aussendei; 

(ii) afne Empfangsetarichtung (1 4, EPFLASH). die so betreibbar ist. daB sie die Ortsinformation der bezeich- 
neten Karta (2) Bis Antwort aue die ausgesendete Anfrage empfangt; 

(iii) eine Kornrrtunikationseinrichtung (14), die so betreibbar ist, daft sie eine Kommunikation zu der bezeich- 
neten interaktiven Netzwerkkarte (2) aufbaut; 

(iv) eine LadaQinrichtung (14), die so betreibbar ist. da3 sie in die bezeichnete interaktrve Netzwerkkarte (2) 
eine neue ROM-Firm wareabbilrfung, einen bezeichneten Identifitcatorcode und ein Prufsummenpaket ladt. 
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1 . Precede pour ecrire a distance un mierologlciel programrnabie, dans una PROM (memoire morte programmable) 
so {222) disposes sur une carte designee (2) de reseau interactif comport ant une interface (100) de reseau local, 

cornprenant les dtapes : 

d*a clival ran tfun programme de transmission do reseau local. I edit programme de transmission tonctionnant 
pour emanre (&2001 ) une demands par Hntermedtaire du reseau local (6) pour la carte designee (2) de reseau 
& interactif. pour rocevolr (&2003) une information dB localisation de la carte designee (2) de reseau friteractil 

on roponse a la demande emiee, et pour etablir une transmission (s2003) avec la carte designee de reseau 
Interactif ; 

da telechargement (S2004) cfune Image de micrologiciel de ROM (memoire morte) dans une RAM (memoire 
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